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ABSTRACT

Secure user authentication on mobile phones is crucial, as
they store highly sensitive information. Common approach-
es to authenticate a user on a mobile phone are based either
on entering a PIN, a password, or drawing a pattern. How-
ever, these authentication methods are vulnerable to the
shoulder surfing attack. The risk of this attack has increased
since means for recording high-resolution videos are cheap-
ly and widely accessible. If the attacker can videotape the
authentication process, PINs, passwords, and patterns do
not even provide the most basic level of security. In this
project, we assessed the vulnerability of a magnetic gestural
authentication method to the video-based shoulder surfing
attack. We chose a scenario that is favourable to the attack-
er. In a real world environment, we videotaped the interac-
tions of four users performing magnetic signatures on a
phone, in the presence of HD cameras from four different
angles. We then recruited 22 participants and asked them to
watch the videos and try to forge the signatures. The results
revealed that with a certain threshold, i.e, th=1.67, none of
the forging attacks was successful, whereas at this level all
eligible login attempts were successfully recognized. The
qualitative feedback also indicated that users found the
magnetic gestural signature authentication method to be
more secure than PIN-based and 2D signature methods.
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INTRODUCTION

Smart phones are being ever more widely adopted around
the world. Besides telephony, many other services are used
on modern smart phones, including online banking, and e-
commerce. Accordingly, phones store sensitive information
such as contacts, communication logs, photos, and naviga-
tion histories. Each time a user authenticates and unlocks
the phone, access to this sensitive information is granted.
Hence, secure user authentication is a crucial requirement.
Furthermore, users regularly interact with their smart
phones for various purposes such as checking calendars,
making calls, etc.. Therefore, authentication mechanism
must also be easy if it is to be accepted. Common ap-
proaches to authenticate a user on a mobile device include
entering a Personal Identification Number (PIN) or a pass-
word by means of keypads or touch screens, or drawing a
pattern on touch screens. However, these traditional authen-
tication methods are extremely vulnerable to shoulder surf-
ing, as the entire authentication process is visible. Unfortu-
nately, potential solutions to shoulder surfing often decrease
the usability of the system. Other options entail further
hardware such as eye-trackers [11] for gaze-based authenti-
cation or security tokens.

With the wide availability of embedded and hidden video
recording technologies, the risk of shoulder surfing has in-
creased significantly. Mobile phones mostly include camer-
as that can be used for high-resolution video recording.
Watches and sunglasses with video recording functionali-
ties are available for less than $100. Security cameras have
been mounted in many environments and access to such
video feeds may be commonly available. Hence, all of these
options enable attackers to videotape the interaction process
of users with their phones. With accessing to these videos,
the traditional authentication methods such as PINs, pass-
words, and patterns do not provide the basic level of securi-
ty, and an attack is simple and straightforward.

In this research, we investigated the vulnerability of a mag-
netic-based gestural authentication scheme to video-based
shoulder surfing and signature-snooping attacks through
simulating realistic situations. In a recent work, Ketabdar et
al. introduced MagiSign as a touchless, gesture-based au-
thentication method based on the interaction between a
magnet and a device [8]. The idea was inspired partly by



the Around Device Interaction (ADI) framework [2,10],
which proposes using individual space around the device
for interaction with it. ADI has been investigated appropri-
ate interaction techniques for mobile and touch devices. It
extends the interaction space of devices beyond their physi-
cal boundary, allowing the effective use of 3D space around
the device for interaction.

The principle underlying the magnetic gesture technique is
that the magnetic field surrounding the device is monitored
by a magnetometer (compass). Such sensors are embedded
in current high-end mobile phones and used mainly for nav-
igation purposes. Moving a magnet in the peripheral area of
a device affects the measured magnetic field sensed by the
embedded compass. Thus, the user’s hand-movement pat-
terns can be encoded into temporal changes in the magnetic
field, captured by the compass sensor. By recording the
momentary values of the sensor on different coordinates, a
sequence of 3D vectors is obtained, which reflects the tem-
poral pattern of the field’s deformation. The sequence is
then matched against templates associated with the user’s
signature. As the magnetic signature is performed in the air
(3D), it leaves no trace and is thus highly difficult to forge.

The security of such an authentication method is of consid-
erable importance. We assume that attackers can transpar-
ently and cheaply record high-resolution videos in the vi-
cinity of the user, so that authenticating the user by pressing
(soft) keys is not secure at all. In order to assess the security
of the magnetic-based authentication method, a realistic
threat model was set up and a study conducted. The work
described in this paper is — to the best of the authors’
knowledge — the first attempt at evaluating the resistance of
a magnetic gestural authentication method to the video-
based shoulder surfing attack. We hypothesize that even
with access to optimal video footage of the magnetic signa-
ture interaction from various angles, it is still extremely
hard to forge the signature.

RELATED WORK

Authenticating users has constituted a challenge for many
years and researchers have explored and improved various
methods. Current authentication methods can be divided
into three main categories: (1) Token based, e.g., a security
token generator (2) Biometric based, e.g., fingerprints, and
(3) Knowledge based, e.g., passwords. While biometric
methods provide a high level of security, they involve cost-
ly hardware. On the other hand, in a typical password au-
thentication, because people are used to choosing easy-to-
remember passwords, dictionary attacks [13] can succeed.
For instance, in a case study of 14,000 UNIX passwords,
searching from a “dictionary” of merely 3x10° words re-
vealed almost 25% of the passwords [9]. Preventing dic-
tionary attacks for most techniques leads to a heavy compu-
tational load [12] or onerous user requirements that reduce
acceptance. Other techniques, such as designing cognitive
games [15], adopting strong password policies [4], and us-
ing graphical passwords [1,6] appear to be yet other exam-

ples of the classic trade-off between usability and security
[17].

On mobile devices, user authentication is conducted by
weak mechanisms, based mainly on PINs and patterns. In
lieu of an alphanumeric password, researchers have exam-
ined the feasibility of other authentication schemes [14].
Authenticating a user through his typing characteristics,
known as keystroke analysis, is proposed in [3]. However,
this requires users to type on the device, which may still be
vulnerable to shoulder surfing attacks. Awase-E is an au-
thentication method uses photographic images taken by us-
ers rather than text-based passwords [16]. The trial-axial
accelerometer is also used to capture gestures and authenti-
cate users [5]. By contrast, MagiSign uses magnetic patterns
for authentication [8]. Having a 3D gesture similar to one’s
signature can minimise anxiety about memorability.

3D MAGNETIC SIGNATURE

The idea behind the magnetic gesture authentication
scheme is to use the embedded magnetic sensor of the mo-
bile phone as a means of authenticating users. A typical
magnetic sensor contains a 3D Hall effect sensor that regis-
ters the strength of magnetic field along different dimen-
sions. A Hall effect sensor produces a voltage (Hall poten-
tial V') proportional to the magnetic flux density (B in Tes-
la), due to the so-called Hall effect. The output from the
sensor is provided in the x, y, and z coordinates of the
phone. This output can have different ranges depending on
the device. For instance, in the iPhone 3GS, the value range
is between +128 uT. Sliding a magnet around the device
changes the original magnetic field around the device.
Therefore, the temporal pattern of a field’s deformation can
be obtained by capturing the sensor values on x, y, and z.

In our prototype, in order to define an authentication ges-
ture or magnetic signature (Sign), the user arbitrarily moves
an appropriate permanent magnet (e.g., a magnetic to-
ken/stylus or a magnet in a finger ring) around the device
along 3D trajectories. The movement of the magnet pro-
duces deformation patterns in the measured magnetic field.
Users indicate the beginning and end of each signature by
pressing a button. The overall effect of this trajectory on the
device/sensor is recorded in the form of a sequence of vec-
tors, with each element containing an instantaneous sample
of the sensors values in each coordinate. The input se-
quence (Forge) can then be matched against templates as-
sociated with the user’s signature. In order to match tem-
plates, we use a template matching approach called multi-
dimensional Dynamic Time Warping (DTW) [18]. DTW is
suitable for measuring similarities between two signal se-
quences that may vary in time or speed. Popular tree-based
classifiers or neural networks in this context require a con-
siderable number of samples in order to provide acceptable
resolutions. DTW measures a similarity, which is based on
the distance between two sequences and can operate with a
limited number of templates and still achieve very accurate
results.



As when people sign the 2D signature is varied each time to
some degree, in order to define a 3D magnetic signature
and check the repeatability, the user is required to enter the
signature templates five times (Sign,, t = {1,...,5}). The av-
erage distance of all templates is then calculated and used
as the main signature (Sign,). If the samples are not suffi-
ciently similar to each other, the user is asked to repeat the
procedure. Once the user successfully registers its own per-
sonalized 3D signature, the system can be used. In order to
login, users have three attempts (Forge,, t = {1,2,3}). For
each attempt Ratio, = Forge,/ Sign,is calculated. If Ratio, is
smaller than threshold (¢4) the login is successful. The first
successful attempt is enough to authenticate the user.

VIDEO-BASED SHOULDER SURFING ATTACK

In general, the degree of shoulder surfing threat depends on
the situation. Keypads or touch screens in alphanumeric or
graphical passwords are particularly vulnerable, since an
adversary can easily obtain a direct view of the interface.
For a signature-based authentication method, initial discus-
sions and observations showed that people find it extremely
hard to imitate a signature based on a single observation.
Hence, in our threat model we have assumed that the user’s
magnetic signature is videotaped with HD cameras from
different angles and the adversary has full access to these
videos.In order to compensate the loss of 3D information in
2D videos and also provide more information to attackers,
the signing action is videotaped from four different angles:
front, rear, left, and right. We used 2D cameras instead of
3D sensors (e.g., Kinect) as 2D cameras are widely availa-
ble to attackers. To assess the vulnerability of the method to
the shoulder surfing attack, the videos are then provided to
adversaries to forge the targeted signatures. In addition to
the shape of the signature itself, the dynamics embedded
implicitly in the temporal samples of the templates establish
characterizing properties. It is anticipated that these compli-
cations prevent the adversary from forging the signature.

It should be mention that other potential attacks, e.g., 3D
path construction or a robot arm for forging the signature
might be possible. But it requires great effort and serious
engineering. Besides, if an attacker has free access to the
phone (e.g., when it is stolen) he has potentially an unlim-
ited number of attempts. To ensure practical security, one
would only allow a certain number of tries and/or alterna-
tive login mechanisms after certain unsuccessful attempts.

EXPERIMENT

In order to evaluate the security of the technique against
video-based shoulder surfing, we implemented a prototype
and conducted a lab study. We recruited 22 right-handed
participants (50% male) with an average age of 29.3 years
(SD = 6.6) from Craigslist. The participants include stu-
dents, self-employed, or employees.

Apparatus
The prototype consists of a mobile phone with a magne-
tometer and a PC that runs the authentication software. The

Threshold

e
D
o

7 = Probability of Successful Attack
e \=.=Threshold

- -

Py [} [o] o N

o o o [=] o
<

3

Ry

Number of Successful Attacks
n
o

0.1 0.2 0.3 0.4 0.5
Probability of Successful Attack

Figure 1: With th=1.67 the number of successful attacks is zero
and its probability is 0.08 (FP=0, FN=0).

magnetic sensor on the iPhone 3GS has a low sample rate
and is often saturated. Hence, to obtain more precise infor-
mation, we used a higher quality external sensor attached to
the phone. The SHAKE SK6 [7] sensor senses magnetic
fields and transmits data to a PC over a Bluetooth connec-
tion. The authentication software on the PC captures the
signals and matches them with the signature templates to
authorize the user.

Shoulder surfing video footage

To record the video footage of the magnetic-based authenti-
cation, we additionally recruited four users (2 male and 2
female; all right handed with ages between 24 and 45
(SD =9)). They were asked to define a magnetic signature
using the prototype. There was no limitation on the shape or
length of the signature, as far as the magnetometer being
able to detect the interaction. The interactions were vide-
otaped from the four angles. We also asked the participants
to enter their defined magnetic signatures five times. They
could practice as many times desired before defining a sig-
nature. The average distance between the five samples
(Signg) was used as the target template for the attack. All
users used the same magnet to define the signatures.

Procedure

After giving the participants an introduction to the study,
we asked them to complete a questionnaire about their de-
mographics and behavior with respect to the use of PINSs.
We then explained and presented the shoulder surfing at-
tack to the participants. We provide them a short training
and all relevant hints for forging, e.g., the phone posi-
tion/orientation, how the magnet was held, and hands posi-
tions. Afterwards, we conducted the experiment. The four
videos were shown to each participant who was then asked
to forge the targeted signatures. There was no limitation on
the study duration and they could watch the videos as many
times as desired before trying to forge the signature. They
could slow down the videos, too. The order of the videos
was counterbalanced. The users used the same magnet as
the one used in the video. As the attacks were processed



offline, all participants were asked to try all three attempts
per each signature, resulted in total 264 attacks. At the end,
participants completed the second questionnaire that pro-
vided some qualitative feedback about the authentication
method, using 5-point Likert scales. The study took approx-
imately 60 minutes per participant and each was paid €20.

RESULTS

We determined the corresponding Ratio for all trials. As its
histogram shape was close to the gamma distribution,
which is the maximum entropy probability, the data was
fitted into the gamma distribution (p < .05). The number of
successful attacks and its probability were calculated by
sweeping the threshold (¢4) from 1.22 to 9.02, as shown in
Figure 1. The results revealed that, with #& = 1.67 the num-
ber of successful attacks is zero (false positive and false
negative rates are also zero) and its probability is 0.08. To
evaluate accuracy of authenticating eligible users, we vali-
dated all five samples of each defined signature (Sign;) us-
ing a 5-fold cross-validation technique. With the same
threshold (¢4 = 1.67), the results yielded all eligible login
attempts were successfully recognized (100% accuracy). It
should be noticed that this accuracy is calculated based on a
small sample set (4 users each 5 signature templates).

Based on the qualitative feedback, all the participants felt
comfortable during the study and found the technique easy
to use. 63% of the participants mentioned that it was (very)
hard to follow the hand movements of the person in videos.
81% confirmed that it was (very) hard to forge the signa-
ture. 78% also believed that the magnetic signature method
is a (very) secure method, in comparison to paper signatures
and PIN codes.

DISCUSSION & CONCLUSION

The risk of shoulder surfing attacks has increased, as means
of recording high-resolution videos are cheaply and widely
accessible. If the attacker can videotape the authentication
process, PINs, passwords, and patterns do not even provide
a basic level of security. Hence, a new and truly secure au-
thentication method is crucial. The reported experiment re-
vealed that even with access to the video footage of mag-
netic gestural authentications from the different angles, it is
still very hard to forge magnetic signatures. Additionally,
the system is accurate and very easy to use. The 3D space
allows more flexibility in choosing a unique signature than
regular 2D signatures. The qualitative feedback revealed
that users do not consider PIN-based and 2D signature (pa-
per-based signature) authentications to be sufficiently se-
cure. This technique does not require any change to the
physical characteristics or design of mobile devices, relying
only on a magnet and an internally embedded sensor.
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